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Recap: Communication on the Internet
(biggest global Infrastructure?)
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Recap: HTTP
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Recap: HTTPS(ecurity)
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Recap: HTTPS(ecurity)
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1HTTPS page loads in Chome: 96% avg. [11]
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Recap: Domain Name System
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Recap: Domain Name System

2

2Internet Corporation for Assigned Names and Numbers
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February 2022: Russia invades Ukraine
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Sanctions for Russia’s Invasion

[1,2]
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Russia’s Response:RTCA

Ramesh et al., USENIX’23
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Aftermath
What happened then?
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Aftermath
▶ Western governments adjusted sanction [9]
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Aftermath
▶▶▶ Western governments adjusted sanction

▶ ICANN maintains neutrality [6]

▶ No browser accepts RTCA (but Yandex)

RU market share: 4%, 54.61%, 16.76% [3]
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Aftermath
▶▶ Western governments adjusted sanction

▶ ICANN maintains neutrality [6]

▶ No browser accepts RTCA (but Yandex)

▶ RTCA’s impact is negligible [5]
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The Web’s Conflict
Domestic Services: Pros

▶ protecting users from sanctions

▶ reducing a country’s dependency

▶ most internet services are US-based

▶ HTTPS interception common practice
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The Web’s Conflict
Domestic Services: Cons
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The Web’s Conflict
Domestic Services: Cons

▶ politically motivated misuse
■ interception of private communication
■ forging of content
■ availability
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The Web’s Conflict
Domestic Services: Cons

▶▶ politically motivated misuse
■ interception of private communication
■ forging of content
■ availability

▶ documented cases

▶ HTTPS interception fragile [15]
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Towards Russia’s Sovereign RuNet [12]
Russia’s long-term plans

Yarovaya Law (2016) [8] = domestic legitimacy for:

▶ information flow control [17]

▶ banning apps [13]

▶ fines on VPN providers [10]

▶ re-route traffic [16]

“...the Russian direction of travel is just
another step in the increasing breaking-up of
the internet” (Alan Woodward, 2019)
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Russia-only Problem?

24



Russia-only Problem?
China has long mastered digital surveillance
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Russia-only problem?
China has long mastered digital surveillance
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Russia-only problem?
Iran follows suit
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Digital Infra = Domestic Concern?
RTCA comply with tech requirements!

Human Rights Charta, §19:
Everyone has the right to freedom of opinion
and expression; this right includes freedom
to hold opinions without interference and
to seek, receive and impart information and
ideas through any media and regardless of
frontiers [7].

UN Human Rights Council:
...condemns internet access disruption as a
human rights violation [14].
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Aligning Definitions

Does a global playground require
global discussions & common rules?

▶ regulation vs.censorship

▶ neutrality vs.intervening

▶ digital sovereignty vs.human rights

▶ internet vs.global net(?)

▶ proprietary services vs.public good
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A friendly reminder. [4]
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